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Compliance Summary

839912784713/eu-north-1

1.1 Avoid the use of the "root" account
1.2 Ensure multi-factor authentication (MFA) is enabled for all IAM users that have a console password
1.3 Ensure credentials unused for 90 days or greater are disabled

| 1.2 Ensure multi-factor authentication (MFA) is enabled for all IAM users that have a console password
All user accounts with an AWS console password have the multi-factor authentication enabled.

Category B 13  Ensure credentials unused for 90 days or greater are disabled

Security & ldentity
You should consider REMOVING such user accounts and DISABLING first or second access keys. Let's refer to details in

Description the table below.
Multi-Factor Authentication (MFA) adds an extra layer of protection on top of Number of faulty user accounts: 0, 2, 1 respectively for PASSWORD, FRIST and SECOND access keys.
enabled, when a user signs in to an AWS website, they will be prompted for t Category

authentication code from their AWS MFA device. It is recommended that MF, Security & Identity

console password. o
Description

Audit AWS IAM users can access AWS resources using different types of credentials, such as passwords or access keys. It is

Perform the following to determine if a MFA device is enabled for all IAM use recommended that all credentials that have been unused in 90 or greater days be removed or deactivated.

Console Audit
1. Open the IAM console at https:/console.aws.amazon.com/iam/. Perform the following to determine if unused credentials exist:Download Credential Report:Using Management Console:
2. In the left pane, select Users 1. Login to the AWS Management Console
3. If the MFA Device or Password columns are not visible in the table, clic z CIiCk Services
the table and ensure a checkmark is next to both, then click Close . > CITCk AM i
4. Click on Credential Report

4. Ensure each user having a checkmark in the Password column also ha 5. This will download an .xIs file which contains credential usage for all users within an AWS Account - open this file

Via CLI
2 0 2 2 © S a 1. Run the following commands:

aws iam generate-credential-report

aws iam get-credential-report --query 'Content' --output text | baseB4 -d | cut -d, -f1.456.910.11.14.15.16

"
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APT Advanced Persistent Threat

HACTIVISM
CISA(
KEV(ERCHAN-KRZBICFIAEIN LD HFER S (CIEIREAEESTE)
856 OS WEB

J7—-LII7 DRESEEN Eo66%< (18581 L)

9 CVE < - | Et
Intel ME Out Of Bounds Write CVE-2020-8752 Critical 9.4
Improper Authentication In Intel ME CVE-2019-14598 Severity:  [High 8.2
Improper Buffer Restrictions In Intel ME Firmware CVE-2020-0594 C... Critical 9.8
Heap Overflow In Intel ME Firmware CVE-2019-0169 C... Critical 9.6
Insufficient Access Control In Intel ME Firmware CVE-2019-0089 C... Critical 9
Insufficient Input Validatiprolngntgl ME, Sybsystem ~ o {GVEs2018-12190 4. A [HIN R g h 8.2¢ Reserved.
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