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Why do we need P2PE? Sac’T
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PCI

P2PE Overview (PCI SSC H B[ FA) SacT

Only Council-listed P2PE solutions are recognized as meeting
the requirements necessary for merchants to reduce the
scope of their cardholder data environment through use
of a P2PE solution. (PCI P2PE FAQ)

PAYMENT CARD INDUSTRY SECURITY STANDARDS

Protection of Cardholder Payment Data

Manufacturers Eﬁrir::;:rs JLrn'I"::r:}Il:::[Tj'-r_,
. PCl Security
PCI PTS PCI PA-DSS PCI DSS & Compliance

PIN Entry Payment Secure
Devices Applications Environments

P2PE

Ecosystem of payment devices, applications, infrastructure and users

PCI DSS Quick Reference Guide Understanding PCI DSS v3.0
NN NetMove
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SAQ Validation Type P2PE

Sa=T

Securitya Assistant Tools

v3.2 SAQ Eligibility ASV Scan Penetration
Validation Type Criteria* Required Test Required
A Card-not-present Mo Mo
merchants: All payment
Of Questions:22 processing functions
fully outsourced, no
electronic cardholder
data storage
D-MER All other SAQ-eligible Yes Yes
) merchants
Of Questions:331
P2PE Hardware payment Mo Mo

Of Questions:33

terminals in a validated
PCI P2PE solution only:
No e-commerce or
electronic cardholder
data storage

PCIP2PE Solution Provider Service

FIAKF B SRIZZ331IEB TS
PCIDSS#ERME S EHBEND

mNetMove

CORPORATION
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Self-Assessment Questionnaire P2PE(&%)  Sadl

» Security o
Standards Council

Payment Card Industry (PCI)
Data Security Standard

Self-Assessment Questionnaire P2PE
and Attestation of Compliance

Merchants using Hardware Payment Terminals in
a PCI SSC-Listed P2PE Solution Only - No
Electronic Cardholder Data Storage

For use with PCI DSS Version 3.2

Reuvision 1.1

January 2017 Mr\\ctMove
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PCI P2PE Components SacT

Solution Provider’s Secure Dec n Environment Hardware Security Module —
ryptio (FIPS 140-2 or PCI HSM Approved) HSMTHEEIE

= vawil o S
ﬁ@ Eiﬁ{ jJ(I Ktyg;ar:zs;f:;; " P2PE Key Management
Eﬁ%}ﬁa} Cryptographic Key Loading and Cryptography

Merchant
Environment

IR (POI)%ZFI A

% | AccountData v Account Data | | Non-account Data ‘
Application 1 I Application 2 I Application 3 | j][l EE. E ¢>‘;;il/§t\/ IJ-'FEﬁ(j:

Application Interfaces (API)

Communications Interface
(Including Open Protocols, remote and key management)

SRED Firmware
s ———P  P2PE Key M men POS software and othe
E Ma ment y Management a r
ncryplion Manage €= " and Cryptography Merchant systems
(Encrypted and/or truncated payment
Card Acceptance Method card data may pass through these

systems, or be transmitted directly to
solution provider from the POI.)

Plain-text account data l:] Assessed to PCI PTS SRED : Assessed to P2PE Domain 5
° e e - i e (includes PCI DSS comphiance) - o
---------- ncrypted (of truncal Assessed to ain 1 iti NFC
I ~ssessed to P2PE Domain 6 #er\?—l// <
======: Communications without accountdata () Assessed to P2PE Domain 2 X M~
= == == Transaction account data flow l: Validation as required by the
(encrypted or truncated data only) merchant's acquirer or payment brand

Example P2PE Implementation at a Glance NN\ NetMove

CORPORATION
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PCI P2 PE DOmainS (High Level Summary of Six P2PE Domains) gg\@ﬂ]—b
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PCl P2PE Component Provider SadT

Added new diagram to explain relationships between P2PE solution
providers, P2PE component providers, and other third
parties.(Summary of Change P2PE 1.1 to 2.0)

https://www.pcisecuritystandards.org/assessors and solutions/point to point encryption components

POINT-TO-POINT
ENCRYPTION
COMPONENTS

This listing is a resource for use by PCI P2PE Solution Providers
or for merchants implementing their own Merchant Managed
Solution - MMS,

For information regarding the PCI P2PE program, please click
here for our document library.

Miura System Ltd

Cornponent Name: Miura Certificate Authority P2FEV2 Foregenix Ltc, 21 5ep 2019
Reference #: 2016-001071,001

Description Provided by Vendor: The Miura Certificate Authority s the heart of 2 trust model that enables the secure and remote distribution of encryption keys to Miura MPOS davices,

The secure Centficate Authority facility provides state-of-the-art digital signature senvices that form the foundztion of trust between salution providers cryptographic equipment and
Miura MPOS FOI devices.

("~ )

NetMove Corporation

Component Name: S3AT Managed Terminal Service P2PEW2 ForegenixLic, 310et2020
Reference #: 2017-01147.002
Component Detalls

g , NN\ NetMove
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https://www.pcisecuritystandards.org/assessors_and_solutions/point_to_point_encryption_components
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PCI P2PE BZ & 12 Hi S Bl Sa=T

3rd Party
Agreement

Payment Card Industry (PCI)
Point-to-Point Encryption

Approval

Attestation of Validation -
P2PE Application
o

rsion 2.0
promber 2015

PE HSM Handling Procedures
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e To Be Created
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PCI P2PE
Key Management Technique
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What’S ”D U KPT” ? (P2PE Core Key Management) §wa"’T

« Derived Unique Key Per Transaction
— MUY B(CRERD I -IRESEZ(ES L TSR OBEIa b Z2Bh 1L 5t M

- BDK (Base Derivation Key) ZRWTinREB(CEQRD5EZ Rk
—  BDK WEFR{EUBRICIETRBS AT LOSENFIBITETLES
— P2PE Tl BDK (& HSM (CA&#IL TR ICEIE S 3CENEBFIIBN TN

—————————————————————

Increments after \
f KSN _ each PIM :
| i Sneveien RIFHER
L o| Initial Key Encryption :
| Serial Number Counter I
\ ]
D p——— —— == - Oid PIN
EE.IE:'T‘;:EEET:E Encryption Key Current H..E‘}"
Register |
|
Data Input Fey Input & :
; |
[TDEA Encryptiﬂnj :
B Initial Key 7 BDK T IPEK New PIN :
|
|

ImAR iRz 4 U ClEfm l Data Output Encryption Key
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Remote Key Injection SaiT

PCI P2PE Domain6 Annex A1l

(Remote Key Distribution using
Asymmetric Techniques)

HSM + CA Cert

Verify Q

>

Suggested
IKSN

___________ : ] Generate

Terminal Cert

finy
)
A

"""""" %‘ Verify \----------%J\Sign
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PCl POINT-TO-POINT

ENCRYPTION (P2PE)™

SOLUTIONS

This listing Is a resource for merchants and acquirers to use

in selecting a PCI Point-to-Point Encryption [P2PE) Solution.

For information regarding the PCI P2PE program, pleass
click here for our document library.

Each PCI P2PE Solution has an assoclated P2PE
Implementation Manual which iz provided by the Solution
Provider and contains details of 2l PZPE Applications and
other software used in the Solution

Click here for the Application Listing and Component Listing.

S RS EEA A— (D5 E) 22l

POINT-TO-POINT
ENCRYPTION
COMPONENTS

This listing is a resource for use by PCI P2PE Solution

Providers or for merchants implementing their own

Merchant Managed Solution - MMS,

For Information regarding the PC! P2PE program, please
click here for our document library.

Click here for the Solutions Listing and Application Listing

Find PCI P2PE Component Providers

v NetMove Corporation v

COMPANY NAME

Find Point-to-Point Encryption Solutions

COMBANY NAME

Results: 1

P2PE VERSION

COMPANY

MNetMove Corporation

Solution Name: SaAT PocketRegi

Reference #: 2017-01147.001 P2PEv2.0

Solution Details

NetMove Corporation

P2PE ASSESSORS

Faregenix Ltd.

Page: 1

' SUBMIT  CLEAR

Key Injection Faciities

Cenufication/Registration Authorites yp = Sanvices

REGIINS SERVED REASSESSMENT DATE Resultsi1

P2PE VERSION P2PE ASSESSOR REASSESSMENT DATE

COMPANY

NetMove Corporation

Component Name: SaAT Managed Terminal Service P2PEV2 Foregenix Lid.
Reference ¥: 2017-01147.002

Component Details

Jzpan 31 Oct 2020

HMPCI P2PE Solution Providers List

https://www.pcisecuritystandards.org/assessors_and_solutions/point_to_point_encryption_solutions

[Confidential]
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