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Goal is to remain compliant -
fall-off rate is high without

: continued oversight
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Best Practice

1. Maintain the Proper Perspective

2.Assign Ownership for Coordinating Security Activities
3.Emphasize Security and Risk, Not Just Compliance

4. Continuously Monitor Security Controls

H.Detect and Respond to Security Control Failures
0.Develop Performance Metrics to Measure Success

/. Adjust the Program to Address Changes

51 © https://www.pcisecuritystandards.org/documents/PCl_DSS V3.0 Best Practices_for_Maintaining PCl_DSS_Compliance.pdf
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The real reason you're failing at PCI DSS compliance X a7 4 BERRARILE

For more than a decade, organizations have struggled to achieve and maintain PCl DSS compliance. The

problem isn't knowledge or technology; it's proficiency. EBL_ )lﬁ HE 'T\\ j: 79\ L \ TI:E m
O00OCOOOO0 N —
» BEPLERR ISE YT ITHERT L
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Strong compliance practices, strong security ) \
° N — 7 N A\ _
van Oosten notes that of the nearly 300 payment card data breaches Verizon has -1 7 7/ /r )7 X % |_ —

investigated between 2010 and 2016, not one was fully compliant at the time of ) [/J 'T‘\ Lj: 73: < |_ 70 |:| ’b X J

the breach. Some of those organizations did achieve compliance at one point, but C\:_ & '\O i %

they didn't maintain it, often because they treat compliance as a goal to be

achieved rather than a process.

5|/|F . The real reason you're failing at PCI DSS Compliance
https://www.cio.com/article/3241035/compliance/the-real-reason-youre-failing-at-pci-dss-compliance.html
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Best Practice

1.Consolidate for ease of management.

2.Invest in developing expertise.

3.Apply a balanced approach.

4. Automate everything possible.

h.Design, operate, and manage the internal control

environment.

5/ © The real reason you're failing at PCl DSS Compliance
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Best Practice, Best Practice, -
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Maintain the Proper Perspective

Assign Ownership for Coordinating Security Activities
Emphasize Security and Risk, Not Just Compliance
Continuously Monitor Security Controls

Detect and Respond to Security Control Failures
Develop Performance Metrics to Measure Success
Adjust the Program to Address Changes

Best Practices for Maintaining PCI DSS Compliance
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Consolidate for ease of management.

Invest in developing expertise.

Apply a balanced approach.

Automate everything possible.

Design, operate, and manage the internal control environment.

The real reason you're failing at PCI DSS Compliance
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. Continuously Monitor Security Controls

Maintain the Proper Perspective
Assign Ownership for Coordinating Security Activities
Emphasize Security and Risk, Not Just Compliance

Detect and Respond to Security Control Failures
Develop Performance Metrics to Measure Success

Adjust the Program to Address Changes

Best Practices for Maintaining PCI DSS Compliance
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Consolidate for ease of management.
Invest in developing expertise.
Apply a balanced approach.

. Automate everything possible.

1L |

Design, operate, and manage the internal control environment.

The real reason you're failing at PClI DSS Compliance
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