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What'’s provided by NetMove? Sa’T
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PCI

P2PE Overview (PCI SSC - +2| FA) SaT

Only Council-listed P2PE solutions are recognized as meeting
the requirements necessary for merchants to reduce the
scope of their cardholder data environment through use
of a P2PE solution. (PCI P2PE FAQ)

PAYMENT CARD INDUSTRY SECURITY STANDARDS

Protection of Cardholder Payment Data

Manufacturers E?;E:::::FS SLr::I::r:}Il:EE:j::rs
_ PCl Security
PCI PTS PCIl PA-DSS PCI DSS & Combliance

PIN Entry Payment Secure
Devices Applications Environments

P2PE

Ecosystem of payment devices, applications, infrastructure and users

PCI DSS Quick Reference Guide Understanding PCI DSS v3.0
INNA NetMove
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SAQ Validation Type P2PE SaT

v3.2 5AQ Eligibility ASV 5can Penetration
Validation Type Criteria® Required Test Required
A Card-not-present Mo Mo

merchants: All payment

Of Questions:22 processing functions
fully outsourced, no
electronic cardholder

data storage

D-MER All other SAQ-eligible Yes Yes

merchants
Of Questions:331

P2PE Hardware payment Mo Mo
terminals in a validated
Of Questions:33 PCI P2PE solution only:

Noe-commerce or PCIP2PE Solution Provider Service
electronic cardholder FIFAELE CRIE233IEE THMNAEL

data storage PCIDSS#EHIHH EHREND

NN\ NetMove

CORPORATION
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Self-Assessment Questionnaire P2PE(&%)  Sadl

» Security ®
Standards Council

Payment Card Industry (PCI)
Data Security Standard

Self-Assessment Questionnaire P2PE
and Attestation of Compliance

Merchants using Hardware Payment Terminals in
a PCI SSC-Listed P2PE Solution Only — No
Electronic Cardholder Data Storage

For use with PCI DSS Version 3.2
Revision 1.1

January 2017 M,\\N
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PCI P2PE Components SaT

Solution Provider’s Secure Decryption Environment Hardware Security Module 0

(FIPS 140-2 or PCI HSM Approved) SMTCHiE&=1H
ﬁﬁ%fﬂ?jlj(i P2PE Key Management
IR 7>

and Cryptography

)

Key Management and

Remote/Local
Cryptographic Key Loading

Environment

P2PE RIEEH
=k (POT) % I8

% | AccountData . Account Data | | Non-account Da o
' ‘ Application 1 1| ~ Application 2 ||  Application 3 | buEéE¢>5;%/§t>gFEﬁ(i

227407 - A%iESAk

Application Interfaces (API)

Communications Interface
(Including Open Protocols, remote and key management)
=]

0002 0090 0000 0000 SRED Fimm
ncryption ‘ —P| P2PE Key Ma ment POS software and other
. e Ly and Cryypw:raa?:hy Merchant systems
(Encrypted and/or truncated payment
Card Acceptance Method card data may pass through these
payment card systems, or be transmitted directly to

solution provider from the POI.)

Plain-text account data I:] Assessed to PCI PTS SRED : Assessed to P2PE Domain 5
(includes PCI DSS comphance) I'hi o ~w
---------- Encrypted (of truncated) [ Assessed to P2PE Domain 1 ,_,_*j:/_kb' L>T
- Assessad to P2PE Doman 6
------- Communications without accountdata () Assessed to P2PE Domain 2 s(‘j-}l_ll:_.\‘;ﬁ aj_
== == == Transaction account data flow :] Validation as required by the
(encrypted or truncated data only) merchant's acquirer or payment brand
Example P2PE Implementation at a Glance NN\ NetMove
CORPORATION
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PCl P2PE Domains (High Level Summary of Six P2PE Domains) Q?@T

Dmn_ain 1 — Securty
B1{bimAR
7IVEE

OSAT4IA

£» MIURA

SYSTEMS

5177
T+1)74

Domain 3 — For P2PE
solution management

S MIURA

SYSTEMS

P2PEV)1->
3> I8 NN\I\\ A
MEREEE :
V1—3,3% N/A(Not Applicable)
e - macmca
g gemalto YY) Redoric NN\ NetMove
o mE Y MIURA 5 NetM
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PCI P2PE Component Provider Sal

MIURA SYSTEMS MAKES IT EASY FOR PAYMENT PARTNERS
WITH [P2[°E CERTIFICATION

October 19, 2016 by Miura News in mPOS | Payments | Share this on | § jn ¥ & .

Added new diagram to explain relationships between P2PE solution
providers, P2PE component providers, and other third
parties.(Summary of Change P2PE 1.1 to 2.0)

Miura Certified PCI P2PE Component Provider

« PCI P2PE Domain2 (Application Security):2016/10/10

« PCI P2PE Domain6 (Cryptographic Key Operations and Device
Management) — Annex A2: (CA Operations): 2016/9/22
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PCI P2PE BS & 1% 1 AE B3l Sa&T

3rd Party

PE HSM Handling Procedures

ethtis Corperation

INNA NetMove
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What’S ”D U KPT” ? (P2PE Core Key Management) &Swa'!T

 Derived Unique Key Per Transaction, c5>Y733> 8B (CERDI1Z
— RSz ES L CIESH OB bz 1L I {1 EH

- BDK (Base Derivation Key) ZFWTinkB(CERDH 7Lk
— BDK WEIA{EUBRICIERIE S AT LADOFENHBI TETUES
— P2PE TId BDK (& HSM (TA8#IL T E (CEIE I 3 ENEFH TN TVS

——————————————————————

Incrememnts after \
ll KSN _ each PIN :
E Fixed encryption : fﬁiﬁﬁﬁdﬁ*

‘e Initial Key Encryption |

l | Serial Number Counter I

\ ]

------ —————f-———=======7 OWPIN
HSM Fighimast Encryption Key | Curment Key
64 Data Bits HEQiEtEr 4_:
Data Input Fey Input & :
L W

|
[TDEA Encryptiﬂnj :
B4(C Initial Key %# BDK ©  IPEK New PIN :
|
|

ImAR iz R U CHLh l Data Output Encryption Key
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Remote Key Injection Sac’T

PCI P2PE Domain6 Annex Al

(Remote Key Distribution using

Asymmetric Techniques)

Terminal + CA:Zer‘t/ CA HSM + CA Cert

____________________________

D Q . Veriny;

Suggested :
TKSN Terminal Cert

-

____________________________

--------- . Generate| Il

fiy
!
%)

0 I Sign
S (‘%‘ veriy T %\l\ etMove

CORPORATION
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