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1 u ACCEPT 192 168.56.1 192 168.56.3 dema01 root 2016-06-13 13:17:(
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4 u ACCEPT 192 168.56.1 192 168.56.3 noguchi root 2016-06-13 13:21::
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BalaBit Shell Control Box - PCI DSS

Publication: 2015 April 13, Monday
2015-04-13 14:03
UTC offset: +0200

IP address: 10.50.10.184

Requirement 8

Identify and authenticate access to system components

Requirement 8.1.8

If a session has been idle for more than 15 minutes, require the user to re-authenticate to re-
activate the terminal or session.

SCB web interface timeout

Idle connections to the SCB web interface are automatically closed after 15 minutes.

Requirement 8.2.1

Using strong cryptography, render all authentication credentials (such as passwords/phrases)
unreadable during transmission and storage on all system components.

Passwords stored on SCB

SCB stores passwords in the following locations:

= /initrd/mnt/grub/grub.cfg

Hashed using PBKDF2-HMAC-SHA512
/mnt/firmware/opt/sch/var/db/sch.xml

Hashed using CRYPT_SHA512, and SNMP configuration stored in plain text
/mnt/firmware/opt/sch db/les.sqlite

Hashed using SHAL

/mny/firmware/etc/shadow

Hashed using SHA512 (salted)

Jmnt/firmware/etc/snmp/snmpd.conf
Stored in plain text
jmnt/firmware/etc/zorp/policies/credential_stores.py
Hashed using CRYPT_SHA512
® jmny/firmware/etc/zorp/policies/ldap_policy. py

Hashed using CRYPT_SHA512
= /mnt/firmware/etc/zorp/policies/ssh/authentication_policies. py
Hashed using CRYPT_SHAS12
fmnt/firmware/etc/zorp/policies/local_user database py
Hashed using CRYPT_SHAS512

Requirement 10

Track and monitor all access to network resources and cardholder data

Requirement 10.5.3
Promptly back up audit trail files to a centralized log server or media that is difficult to alter.
Local log messages
SCH stores log messages locally. Every service i confiqured to send its log messages to syslog
Forwarding log messages

SCB automatically forwards log messages to 10.50.1.11

Requirement 10.5.4

Write logs for external-facing technologies onto a secure, centralized, internal log server or
media device.

Forwarding log messages configurations

Nr. Server IP Port. Protocol

11050111 514 syslog-tcp

Forwarding log messages certificate conflgurations

Nr. Server Key Check CA x509 certificate Client certificate

1 | required untrusted Yes No

Requirement 10.7

Retain audit trail history for at least one year, with & minimum of three months immediately
available for analysis

Log Retention

Maximum retention time for local logs of SCB is seven days.
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