THALES

L

:/
.
o o
1{: "gz:

\

J—
“PCI-DSSHERL I TRA+S ?
PCIDSStF+a1Ur1JA—3/4 2016
JL 2w h— R RE BIRIREEDERIAR
LAY )R EttE

e-F1U71SBZEE0
LI EE

OPEN

www.thalesgesrmudbncom THALES GROUP INTERNAL
& THALES GROUP CONFIDENTIAL

THALES GROUP SECRET



dunl

5@ : PCI-DSSICEHLL I R EERERBAERL T

20135118 XKE : REUNFTFI—> (h—FRIEH : 4000545 L)

20155128 HHROARTIFI—> (h—REHR  FEBEAK. BAEREGED)
BeE?

ERALEORE : [FRIBSULVISATANEASNTOTEHEEVTRETLRL

PCI-DSSADQEDFEHN. EFRDECS. F1LINEEEDHCEF

BEEROERFEOERZT. TF1U7( - RIS —HRIEESNTORWL
PCI-SSCHlMHRDHH»

— PCI-DSS v3.0&DIPCI-DSSZHFEZEFS (BAU) JOTAANICEREIBL]C
DVWTEKRUEFUDHS

— PCI-DSS v3.2&0E46.4.6 ZEEERTOTACEITEZMH MBS,
2018FLARE, EHHEEHEND

TTTTTTTTTTTTTTTTTTTTTTT THALES
EEEEEEEEEEEEEEEEE



dunl

=20 : [JHRE IBETROCRRBN T

h—RiERIEEBHTRELTORWNET -

201343 H AFERIRFI—> (h—RIEER : 205947 H)
201644H EC-B2Bil (h—RNETR : 7386/47 L)
Ry ?

ECHA MNEE - S AT LAHAFEOIIET? — h—REREINSIHEEBEERINES
WEBY—/\DESE % (Apache Struts2t°Heartbleed) (CLBAIEFITX
N—RIBERDODA N TA—LZELE A

IL 2y ba— NEHROAIERUS
METI-JCCAfllHERD A

- h— KBRS B AR PCI-DSSICERIS B3I

— NMNEEEAI0Y—/)\—&Z@EE ULV FEEER JRFE A ZHEIE

TTTTTTTTTTTTTTTTTTTTTTT
EEEEEEEEEEEEEEEEE

THALES



dunl

=X0Q : [b=U24E] [NZAF27 I TERBORIEEMEFEOTER0

201643H PCI-DSS LA 1 OREY —hIT(HY—-EX
EENAREFRREFIRVCEL BAZSET BBEIREFHNTNS
PANAHIFEAAIBE THOlcELTE PANICHRO<h— REET —AAER(HMRENVE

B ?
APIDRZE DR - £\ 75
XIoR

RBEATY —EXBRBLOFERAN B APIOENTS DR
EH11TTF1)T1SRATABSSLVTOTRAZERNICT AN B ]
[EmEERE (U2J8) | - SAQAMTADE CREIEZOxEN

[FFEEERE (E21-ILE) +3HRFFYU-EX] — SAQH¥MICHECMZD=E!E
e THALES



(&%) PCI-DSS v2 e-Commerce Guidelines

“E-commerce payment processor should provide instruction and
guidance to the merchant for secure implementation and
practices for the API on the merchant’s web site.”
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“Merchant still has responsibility for PCI DSS requirements for
some elements of the e-commerce infrastructure even though
they have outsourced much PCI DSS responsibility for storage,
processing, and transmission of cardholder data.”
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|Pcit Scope Review / Reduction
Gap Analysis

Payment Card Industry (PCI)
Data Security Standard m s Remediation

Policies & Procedures
Payment Card Industry (PCI) Attestatlon (ROC & AOC)

PIN Security Requirements

Awareness Training
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EMVCo PCI SSC GlobalPlatform

Evolution of EMV PCI DSS Secure messaging
specifications and PCI PA DSS Secure channel
associated testing PCI P2PE protocols
procedures Non-payment Trusted Execution
> Contact chip _ tokenization Environment (TEE)
> Contactless chip Card production Common

» Common payment
application (CPA)

» Card personalization SequNrggcu(ri-JS)

> Payment tokenization » Hardware security
(issuer side) module (HSM)

> Mobile POS (mPOS) » Point of interaction (POI)
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Enable EMV-based Authentication
(BN IVT NS LR B UIEEREE 5 3E)

CAP - Chip Authentication Program
(MasterCard)

DPA - Visa’s Dynamic Passcode

Authentication (VISA)
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Verified by
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ecureCoae
(> payShield 9000 visa®zy -3
Using the payShield 9000 for
3-D Secure
Application Note VISASZSET—EX SecureCode J/Secure

*An enhanced EMV 3DS 2.0 specification will support additional data available during the transaction to enable more intelligent risk-based decisioning, EMVCo
said. The EMV 3DS 2.0 specification will be published and ready for market deployment in 2016.
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Hardware Security Module
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Host Card Emulation (HCE)
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Host Card Emulation (HCE)
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