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Technical Description

‘weh applications often use d atthe hackend to interact with the enterprise data warehouse. The
de-facto standard language for querying databases is SGL {each major database vendor has its own
dialect). Weh applications often take user input itaken out of the HTTP request) and incarporate itin an QL
guery, which is then sentto the backend database. The query results are then processed by the application
and sometimes displayed to the uger.

This rnode of operation can be exploited by an attacker ifthe application is not careful enough with its

treatrent of user (attacker) input. [Tthis is the case, an attacker can inject malicious data, which when
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