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* Managed Service for Cyber Defense MDHB&
- 2013%5H210 #%*

Verdasys Introduces New Managed Service for Cyber

Slide 15

Threat Defense

Detects and Prevents Cyber Attacks on Endpoint Devices On or Off the Enterprise

Network

Waltham, Mass. (PRWEB) May 21, 2013

Verdasys today announced avallabllity of its
cloud-based llanaged Semvice for Cyber Defense
(MSCD), a fully managed, outsourcad service for
companies and government agencies that need 1o
prevent increasingly sophisticated malware and
persistent cyber atlacks from stealing sensitive data.

MCSD leverages Verdasys’ Digital Guardian data
protection platform by making it available via 2 hosled
sanice, extending s unique visibility into all data
transactions and systems events as well as data
exfiliration blocking with new capabilities for multi-
layered prevention, detection, containment and
investigation of targeted cyber attacks. The new
managed solution provides organizations with
senice-based visibility and control over human and
application expioit based cyber attacks, as well as
visibility and containment control over the expansion,
data access, manipulation and exfiltration stages of 3
data targeted attack MSCD is uniquely capable of
detecting and preventing cyber attacks on endpoint

devices on or off the enterprise network infrastructure.
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Adobe Acrobat or Reader Spawning Child
Process

Adobe reader creating executables
Adobe Reader Writing EXE or DLL

Alert on archive file creation from unknown
archiver

Alert on archive file creation from unknown
archiver with sensitive data

Alert on autorun.ini write at root directory
Alert on multipart rar creation

Alert on multipart rar creation from unknown
archiver

Alert on multipart rar from unknown archiver
with sensitive data

Alert on possible JAVA exploit

Capture binaries deleted by user

Slide 19
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Capture JAVA cache

Detect executables in Java cache

Detect Java Launch From Browser (Partl)

Detect Java Launch From Browser (Part2)

Detect Outbound Threats

Detect possible CMD.exe shell

Hosts File Modified

Inbound connection by system binary
Incremental_Portscan_Outbound_Partl
Incremental_Portscan_Outbound_Part2
Incremental_Portscan_Outbound_Part3

MS Office Processes Creating
Executables

Outbound connection by rundll32

Outbound connection by system binary
and filtered bad list

Process bypassing DNS and filtered
known bad

Process launch from a directory root
Suspicious executable in temp directory
Suspicious Outbound UDP call (partl)

Suspicious Outbound UDP calls ALERT
(part2)

Svchost child process NOT from
Services.exe

Using Dynamic DNS sites

Win7x64 System Binary Not Launching
from System32 or sysWoW64

Win7x64 System Binary Not Launching
from Windows directory

Windows system binaries performing an
NTD/NTU [with sensitive data]
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APT PROCESS RISK APT PROCESS RISK (CHART)

4 records ?__2 Export to Excel

Process Name Max Risk Avg Risk
rundll32.exes 93.93 61.175000 rundl32 e
svchost.exe 47.03 47.030000
iexplore.exe 33.53 33.530000
dgprompt.exe 20.71 20.710000
PROCESS LAUNCH HISTOGRAM - ABSOLUTE VALUE vchast exe
[=1]
a0
40
iexplore.exe
30
20

. DN —ELNMEFHINTULVELNTOERERT
: _ :W&_’J'J\y/fqﬁét- e

10 20 30 40 51 B0 TO &1 90 100
B Mz Risk B Avg Risk
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T ir— a3 EZTOFEM(FUILE DY)

c FEOLWLWALTVDHFMZRDLZENTEDS

HISTOGRAM PROCESS LAUNCH BY APP

70 records *.3_2 Export to Excel

Application mpany Ham 2] Ham Pr Varzion MDS Hazh Total n
ErifnjrRg. Exe ce7dEs19-7b0a-22e7-3805-22de1403belf 1
awsylzbu.exe deé06865-Thee-d808-1256-825e777c13fb 1

bukivhpn. exe

dghimzxb. exe b7b764bd-7adi-16b8-8216-282f6adaddch i
adwpvzziRp<e . . o 1
eqnbioke, ax 80423e3e-c77d-5144-d344-FEaleaaS2f49 1
fioxlrem, exe d3097cc3-3b19-cd28-42b6-c4b0E14a8c0e 1
fiplujnl. exe ddb0EEa4-33ca-ffeb-aasd-ebTesofciZe? 1
fpupycvx. exe febd703d-523f-ect0-f491-bf34 79942574 1
amxdiffn.exe déDeedaa-Icde-3c50-ec0l-ffcad7e70add 1
gnkddmxw.exe 3ded7bfi-a20d-e2a0-56dd-d 7263323470 1
gtbchack. axe 46ca0l11-bfé1-a795-c057-504f8f320:86 1
hrzergls. exe 98SHfel-2ebb- el 2-d1ea-055d4d911e675 1
ichuompg. exe e9e8a403-cd2b-9052-cadf-1alfcEfeb84 1
ighuuma.exe 58b5bBcT-3ad4c-cdad-9877-bE168c453baf 1
Jlhoctlsl. exe 670baba3-Fob 2-F341-5ff5-a5b521b36281 i
laonskzt exae 0f37aTet-0267-2630-1a12-872244d8 486 1

—DEFMTIL:
T T7 1) &R
ER L=t BB A-TLVELY

JO4 981740
JasdsrN—2a3 840
JOvo93 36012, MD5D /W aZaE—d3 5

f-
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c BELWLWTTULNRBLI-YOUERET S

Application: Computer Name: MDS Hash: llsn't) Computer Type:
Nona of57-099 14 . All -

NULL
Linux 3

Run Report Edit Report... | Export To POF

HASHES OF LAUNCHED PROCESSES PER MACHINE
3752 records

UNIQUE AGGREGATED PROCESS LAUNCHES PER MACHINE

Zh Exportto csv  E Export to Excel

Application Company Name Product Name I rsi MDS Hash rTvoe

0000usepeerdns 272d8271-918b-df63-bebé-fibbdes2b... 1
O1ifupdown Od4aec12b-89a1-cd72-4b%a-cfaféaa2104f

Odns-down (none), 84334ac5-b483-7446-30dd-1c15ba%f4...

110.cean-tmps b24e4a3f-7020-896b-1260-f1e22dff34dS

130.clean-msgs d67d36f6-6c87-062a-25d6-728d80eal...
140.clean-rvho fof6cfae-ebaé-bf42-Sdes-bebbcd42276e
199.clean-fax 6719d6ee-a046-3416-29d2-e82948a6...
310, accounting fea7a3a%5-f142-fefe-8519-f1b964487b1S
400.status-disks 67¢1a3b1-9821-1b51-8270-8¢90a824a...
420, status-net... A 00cfa737-695e-2bd0-fe9f-Scd2ad536560
MD5Z~R—XML TR
7\
1N

430.status-rwho

9Shdparm-apm

999.local
TILDITIZRELI-TIBEMEDHEHIIV U ERHET D
acpi-support
activateSettings (none)/crnkMAC 7e8c13e0-cdfl-3ecd-b73f-592eb05334a0
AddressBookM... (none)/ crnkMAC aefa3c08-c52d-1eb0-654e-fce7S6ef94f8
AddressBookS... (none)/cmkMAC 91a24b07-9f75-c908-bd43-2faf92ecf026
AddressBookS... (none)/ermkMAC 44703%¢2-2a0e-dfb6-15a4-6c9a52434..,
adsscannersetu demoverdasys/WIN732... 807322c1-baaS-2bed-9747-68125951..,
-t
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= 1/18/2013 12:05:20 PM !, {# File Delete micros-pos-fiffiposi micros-pos-fFf cmd.exe
...... 2 records
Source File Source Drive Type
iy ] tmp42395410.bat @ Fixed
o, ] zeus binary cdf3bb9c7S000fc49c7c148b76c20b45[1].axe 2 Fixed
= 1/18/20132 12:05:20 PM 2 File Write micros-pos-fiffypos1 micros-pos-fiff zeus binary cdf
Source File Source Drive Type Destination File Destination Drive Type File Size
iy tmp42395410.bat = Fixed Unknown 0 KB
= 1/18/2013 12:05:19 PM 2 Network Operation micros-pos-fiffypos1 micros-pos-fiff explorer.exe

Remote Por  Local Port Protocol Direction Bytes Read Bytes Written
1Y wvi.awvlknpetersen.com 20 1123 HTTE Cutbound 0 0
1/18/2013 12:05:18 PM 781426338 fif\pos1 micros-pos-ffff explorer.exe

= 1/18/2013 12:05:18 PM

http:/ fwww.awlknpetersen.com/images/awlk.bin
P P J E&I micros-pos-fff explorer.exe

Source File Source Drive Type Destination File Destination Drive Type
adky.uxa "2 Fixed adky.tmp = Fixed
=l 1f18/2012 12:05:17 PM ik File Write micros- - 1 micros-pos-frf zeus binary cdf

i_
: [/
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|:| @:\% 2/19/2013 2:539:28 PM . .h micros-pos-fiffipos1 micros-pos-fiff APT-TW :Alert on Outbound botn... iexplore.ex:
|:| @% 2/19/2013 2:59:28 PM ’ .h micros-pos-fiffipos1 micros-pas-fff APT-TW:Alert on Outbound botn... jexplore.ex:
D @:\% 2/19/2013 2:55:28 PM = .h micros-pos-fiffiposi micros-pos-ffff APT-TW:Outbound botnet call iexplare.ex:
[ ‘C.p@ 2/19/2013 2:59:28 PM = .h micras-pos-ffffipos1 micros-pos-ffff APT-TW:Outbound botnet call iexplara.amx:
[ @:\% 2f19/2013 2:59:28 PM = .h micros-pos-fiffipos1 micros-pos-ffff APT-TW:Outbound botnet call iexplore.exe
|:| ;@-ﬁh 2/19/2013 2:59:27 PM =3 .h micros-pos-fiffipos1 micros-pas-fff APT-TW :Outbound botnet call iexplore. e
[l @:\% 2/19/2013 2:59:27 PM = .h micros-pos-ffffiposi micros-pos-ffff APT-TW :Outbound botnet call iexplare.ex:
i-
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Query Options

ENTERPRISE CYBER THRE

800
700 ® % é{$ 0) j J— I\
Agent Local Date: 3/19/2013 -u-—
Adobe Running Executables: 1 ? =
600 Inbound RDP: 23 0)1tE A é*#m é
Process bypassing DNS: 23 L
Possible Java exploit: 730
500 Process creating binaries: 60
Process creating outbound connections: 0
400 Possible UDP-based botnet: 0
Adobe creating binaries: 0
Outbound portscan detected: 0
300 Host file modified: 0
200
100
0
311972013 352052013 321203 3122523 352372013 3I2402013 3/28)2013
- [ e—r= I mme— R —— R —————
o L o Aok e v b o4 Dbt g o Herw e e
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