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f Seconds Minutes Hours Days Weeks Months Years
Initial Attack to Initial [} ™
Compromise
10% 75% 12% 2% 0% 1% 0%
Initial Compromise to
Data Exfiltration
B3 JH% 14%
Initial Compromise
to Discovery
0% 0% 2%
Discovery to
Containment/Restoration
0% 1% 9%
Verizon, 2012, “Timespan of Events”, 2012 DATA BREACH INVESTIGATIONS REPORT p.63
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Seconds Minutes Hours [Duays ‘Wepks Mosths Years
nitial Abtack to Inkial - -
Compramice
105 JoN 13% 2% 0% % 0%
Initial Compromise to
ACompranioss @ o o
E% B T Faty B o T | e
lnitial Compramise . ™
58 Orsstraary l
0% 0% % % 20% — |y —
Discoreery to . [ ]
Containmarnt Rastoration
% 1% o ¥y ] % 1% 4%

Verizon, 2012, “Timespan of Events”, 2012 DATA BREACH INVESTIGATIONS REPORT p.63
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2012/5/17%R3& (Security Next)
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2012/5/29 #RiE (Scan NetSecurity)
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WAF=Web Application Firewall ) B

WAFTY BTN A N—REAH D,

55 3—0O Y/ FEEFHRBOWASP ' M FERICLDHEHME D =D DHKEY—)L(WafW00f+ WafFun)Z
’/ FATAHIELIZEY . ZLOWAFREDKRT AR AR -T IV RN E—FDOEEEEAL.

d WAFD T Oy %E#E$ 5 EFEEALT-,

aa rc‘herg -ﬂ.ﬂk w h A I|c tlﬂ“ I PasauaTOTRErs [ Ersily A D OnaiTanes Freerpn nling 050 SyTuEsssre] iNines i n0nnecion
HEE H e pp a ST LS IR O Sy EET, B wel @8 S Sagnd long based WWEFE ang sesienbbe w S
Firewalls W i
Wk Srpmegm, vioe presstant of markebng for Impanda, says Henogus and Gauo's ressach & nol af
OWASF Euraps praseniaticn demonairnies toals thal fingerprind the brand of .. 0 nekising thel wivi on signaiune Baasksn sRoh Imparve has messarched . " kot of what ey
WAF, s woll s bypass [t altogather B S o Tel . e s, TP o e dounding procnce oF wity pii nierd @ WAF VBRSSO
i BIgralong fgre & LN pou Can meBoE B el Sy SeE esgne
FiL ICOFTIREAEN

By Ky dmckans Higgine Prodiucis that ses ony sigrarierss — wihoul oba festures Tes nommakzafion and encoding/decndng ~
I i ol Penmiarchere ol e @I Eregs 200 ch # fiow s Yéab e T b AR P iy " igrerire-yy OKFS e ol gaing 10 0 " e syw

Wnmrwhda, Henogue e he e G am o wireng wiE aresnl YAF oo oo eplrerpinibe o

spticaren lnraalis (V0S| a9 prom i alsci
Wandel Hermipon. s mense ol Spideilabs | Trorbwaer's sdvasced sacudly e, and Serdm gz, T07 DIODUCIE, WeXUTEOG ATTIGROQRD, TV N IeN08 [SI00035 1F B WAF DU 1IN0y S50 Wi reeng e
ioundar and 50 4or ExabieBecurty, siso ond some WAFY vumacsise Io fan same Types ol axpigts. WANVOOF, which detescts morm than 20 difernt 1WAFS. by Frigtr: nd WafFun whhin ke wesks.
ey mrw puppossd in peolect Wa b pope from, such o8 oeR-Ree scriinyg (K55 altsoks S T i il o mae” Winrviisn iy, Bk e it Mepariartly, T iy, coginiiations sl
T retssaccheny. s 008l Hhey devaiopng, cale WaSNOOL io Satec] mar fingeiprind i preseros —  PRIRGE hasr Vish apps by wrting Detier code arsd sgelanty fesing Ser spplaaions. “Tanng
B i B0 DS, T bemnad = of B VAR runneng in Prol of | Wi appiaalion. A ssoond lood crasted  PEVBS0DENS, doing oode certfication revies, and desiing WeS apps sew much marm uselul” e says
by Harvigus and Gauc, caded WalFun, ! thm sspiolt 5o byoess WhFs neving in bidisisting pod. 1T EF0biem i w foand 30 many \WAF products rarve raaky bad design flases that aliowsd ua 0
whiteligting modes. WS B oomianation of 'WalS T and 'WalFun. [he megprrhern em atde i sescsle Sy compromias themj =
witpoios on e WA F lnvindbiy wo o mpormayhaiy hacic they Wat-taoing appiicaiion slisg behird i}

bty e ey Ay 0 . Ardt whils acicing a whitssising Web iz i 8 stnnger modsl tun o Siach bslsgrature-coly ssprosc
T s Ak Snead whal rodent anel vETSION, B SESy 0 Sapod £ One of e B [WAS vendors B SR, B nal recessaty e belic tor bige Webisites. T nol sany o gl in place 3 WAF with

pemiitnem parhislsleig] rocel B B Cofspamy with Ruge VWi, BE saye 16 gEnene, comganan wil

chiam b (el Bty foperaie] in slealth Prode] " Hemgue saps. Bl s oeokoe. Sy have B bl
Eifaant byranares thal they Oreerss _and whd CBn L THAE Dehgeions bo aentily shal 'WAF & i glape ™ e a negaiyve [hisckbekng) modsl ™ whech can lmms Par WAF cpan i aface

“Researchers Hack Web Application Firewalls” May 13, 2009 by Kelly Jackson Higgins
<http://www.darkreading.com/security/application-security/217400819/index.html>
1) 3—0Ow/\JEE FIFEEEOWASP (Open Web Application Security Project)
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| 371 21:56:57 MN/A Error: System An error occured sending the message, Description: ERLEF Fl-...
372 71:56;57 FLWT—H~<—2X ... Recovery [U72/80] AU REILE L. : Ci¥Users¥elock¥Desktop¥DEM. ..
: 373 21:56:57 N/A Error: System An error occured sending the message, Description:ER LT FL-...
| 374 21:56:57 FUWT—&~—2 ... Error: File Removed Jr-MILHEIRBENFELRE. | Ci¥Users¥elock¥Desktop¥DEMO¥tsuchi...
= 21:56:57 MN/A Error: System An error occured sending the message, Description ERLEF FL-...
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21:56:57 HFLUWLWST—HR—Z ... Recovery [UA U] UAICUARELE L. ¢ C¥Users¥elock¥Dasktop¥DEM. ..
21:56:57 HUWF—HAR—A ... Error: File Removed Jr-ILAEIBRENELE. : C:¥Users¥elock¥Desktop¥DEMO¥webal...
21:56:57 MN/A Error: System An error occured sending the message, Description: ERUET FL-...
21:56:57 M/A Error: System An error occured sending the message, Description: ER L7z 7 BL-...
21:56;57 FLWT—4~—2 ... Recovery [U72/TU] WA/ TR REI L ELE. : Ci¥Users¥elock¥Desktop¥DEM. ..
21:56:57 FLWF—&~R—A ... Error: File Removed J7-MLOEIBENELE. : C¥Users¥elock¥Desktop¥DEMO¥webal...
21:56:57 MN/A Error: System An error occured sending the massage, Description ER L7 FL-...
SR 21:56:57 M/A Error: System An error occured sending the message, Description: ER LIz 7 EL-...
385 21:56:57 FLWF—&E~—2 ... Recovery [UA/TU] UATUSRTILE L. | C¥Users¥elock¥Desktop¥DEM. ..
386 21:56:57 MN/A Error: System An error occured sending the message, Description: ERULEF Fl...
387 21:58:56 FULT—ER—A ... System [AFr] A5v Mg
388 21:58:56 HFUWFT—4ER—Z ... System [AFr ] AFv 4T
380 22:00:56 HmLWFT—E~—X ... System [AFv 2] A5+ B
300 22:00:56 FLWF—HR— ... System [AFr] AFv 48T
391 22:02:33 MN/A Error: System [i&E] sSLVS w MOEHAHTS—. (6)
392 22:02:33 NfA System [ER] 4540 P ML ELE. © 127.0.0.1
| 393 22:02:56 #smLWT—4E~—2X ... System [AFr 2] AFv A
304 22:02:56 LT —&~—A ... System [AFvF] AFv 48T
l 305 22:04:24 FLLT—EM— ... System [T ] F—HR—AMEREEIELTVET. =
306 22:04:24 M/A System WebAlarmI—2 x> FERTULTWET - I
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B JarF oY HTML, XML, CSS, ...
TILF AT 4 7: IPG, GIF, PNG, WMV,
MPG, AVI, SWF, ...

r9x JF7 1) PHP, ISP, ASP, CGI, PL,
C++, ...

TR S5 LMNAF 1) EXE, DLL, BIN,
0OCX, LIB, ...

A4 1) 7 ki BAT, SH, SQL, ...

K& a2 A > k:DOC, XLS, PPT, PDF, TXT,
csy, ...

%7€ : CFG, INF, CF, ...

UNIX 8% 7 7M1 )L: TN/ R/ — K,
% MV RVE/ RV 27

HERY FT—9 774 )L: Windows #£ 75,
Samba, NFS, ...
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WebALARM Agent (WAA)

¢ Windows 2000, XP, Server 2003, Vista, 7,
Server 2008/R2, Windows 7, Windows Server 2012

e Red Hat Linux 7, 8, 9, Enterprise Linux WS/AS/ES 3, 4,
5,6 (6.1~6.3) on i686/x86_64

e All Fedora/Centos versions on i686/x86_64

e Linux (kernel 2.2, 2.4, 2.6)

e HP-UX 11.0, 11i on PA-RISC 1.1/2.0 & 11iv2 on IPF

e Solaris 2.6, 7, 8, 9 on SPARC, Solaris 10 on both SPARC

K and x86

Update Management Agent (UMA) **

¢ Windows 2000, XP, Server 2003, Vista, Server 2008,
Windows 7, Server 2012

e Red Hat Linux 7, 8, 9, Enterprise Linux WS/AS/ES 3, 4, 5, 6
on i686/x86_64

¢ All Fedora/Centos versions on i686/x86_64

\ e Linux (kernel 2.2, 2.4, 2.6) /

WebALARM Console (WAC) / Update
Management Console (UMC)
e Windows 2000, XP, Server 2003, Vista, 7

\ Server 2008/R2, Server 2012 )

*k gk
- WindowshRWAAIL . WindowshRUMAED #HEHELET,
- UNIX/LinuxRWAAIZ, LinuxBRUMAE D HBHELE T,
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