Al IO ALARM™

Data Integrity Monitoring & Automatic Recovery System

~WebH A FRETABLED X)) Ta/\ 05—~

20144 1H
A—Avoov N\ EH




Al lebALARM”™

. = ERN

Ll lebALARM™ 2

Copyright © e-Lock Corporation Sdn Bhd. All Rights Reserved.




TN -

. SHERN A —AVI O v/I\UBkA S

[2:1E8] A—AvITv/\UHA &t

RERFEHER: & &EE

% 3L : 20064EEZIL

FrE#h: 102-0083 R &R+ H X Z8HET 3-12-7
IAFT4—RXEJL 6F

X #: IL—17 H9T7INVT—IL
1996 F 5% 3L

(EEINP)
tXal)T4 . BALED
;ﬁ.é‘E'n:GL),ﬁJ;:% HE S 1E DB ASEANEH
*iE
(% & ] 20114F WebALARM : PCI DSS E{410.5.5, E{11.5

NECK Y H#E2E
20124 TheGRID : BARICTHFHFTSE

[ % #& ] ERTIE5009 A MAE, NERDOEBEEEIHYET
RIT.ER. RE.EQATHFTOMERESHAY.

[ 0.5 E{K]

JAPAN CARD DATA SECURITY CONSORTIUM
BFEA—RMEREF1UTBES
REEN—FHBORREHELT

: RILEFS-
FiarLERE

f: (—OvY
a—RL—YavAREH

m al lelD 3

@ BxCisoma

Japan Network Security A iation | 1 050 Assocision Japan CISO Association




£ %1 2N : e-Lock Corporation Sdn Bhd. (RL—L 7 AR%L)

4

[£#t1E#]] e-Lock Corporation Sdn Bhd.

CEO: Dr.Ken Leong

% 3L : 19964 E%II

FriEh: <L—27 9700 T—IL

BEARE: 2EH

¥ £ RILEFSV-FIarL
IL—UT7HRRKOEEHRERM
UMW 7R— LT 42T R

(FXRA]

t#l U 7__4 E-Community... and its story

S5t M HADRFE

ICT industry pays tribute to USJ]
Subang Jaya e-Community

www.USJ.com.my was d "C i of The Year" in
the PIKOM-Computimes IT Awards 2000 Thursday night. The Team

™ thanks communities from within and outside mJ g‘ﬂ%
g,’,,’,,fﬁ'nﬁ happen. Chief Secretary Halim Ali gave away the awargh.P m Et

[ & E ] N ” Posted on 02.14am Nov 03, 2000
2000ﬂE WebALARM . PIKOM |CT Awal’d%"_xl'é =L1_-5’ - BREAKING NEWS -
By usjXpress Team
e, e Email:
kvl —, v dteam@usj.com.
20074 TheGRID : PIKOM ICT AWardZ 525 |G| emessemnm
E ;”, =]  BANDAR SUNWAY -
Z—3 www.USJ.com.my was
pronounced the
"Communi_ty Website of
[ # ] Computimes IT Awards
ey e )
EHEE 18524 ceramony held at s hote

YL—U 7 TIRPRBITEBH SCOLMBE, KT gD o
ITt#l |J 7—_4: \J_U_)bgs/ I\ & L,—C . T%_ L \t-#‘l IJ %/{*ﬁ{l‘f\i’% ::ZZZ_AdeI Halim Ali, Chief Secretary to the Government, gave away the

RIEL, L= 7 ROITEX 2 UTAI2BITR)—T 125 Jeff 0ol g e - -
AUINZ—EL T D—=ILRIARICEERBRAESH-THYZET, Wﬁém

erDn Ll e 4
Copyright © e-Lock Corporation Sdn Bhd. All Rights Reserved.



'7—)lzl~°'7'fl~°0)|:‘“°7~x"é§ﬁﬁ

A—AyIREIL—STF 07 SN0 T—ILDARLEEFILIZ, BA-hE-BE77-m77)Ah-
TA)hERBEE. TOBWNMNTEF ) TAEMEED R AEFHAMICEEALTLVET,

A—0Ovo#tIE. DR TTONAF—ELT, EFX T TBa Y ILT142 0 PHR—
HS—ERZRBETEILICKY . TOAIILBBEO B CEDRIREEEILR-BRLTHYET,

COming SOOn

(W) Lock

Comlng soon

) coc
exme ‘erm
() Lock I

MO‘GM

=) Lock]

(=) Lock:



Al l=ebALARM

I.ES DX 1) T8 1T5HIREVEIRIE

LLIBbALARM 6

Copyright © e Sdn Bhd. All Rights Reserved.




I BES DEF 1T AT BBR—" Web £ FIE AEE # 5”

JPCERTA—T AR —avt o 23—M2014F 116 BHEEZEIZ LD E. 2013F1A~12 B2 &G SN -
WebH A, S AEEULET7,400%, BEH617THDORIABHEELIEZIN TS,

Web ¥ 1 b S A BHER

1200 -

1000 -

o

o]

o
T

600 -

Web ¥ 1h el AL
B
8

200 -

TaTsTaTs el el [0lalz

H

2013
E

A TR E S T FHL AR—Rp.5”, (201451 A 16 H) JPCERT/CC
<htt_E://www.jEcert.or.E/ir/report.htm|>

m M IiebALARM™ 7

Copyright © e-Lock Corporation Sdn Bhd. All Rights Reserved.



IS DEF1)TAICHITHTRR—RENERFTTOHM"

HAN—HEICEYWeb YA bDARTASNT-HE, RRICEIBT 2LELHYET,
BELSIE, T Iz 7OROLDREFE VM ILRAEWeb Y A bAHAFENIGE . BEEA~D
BEOBEIZDHENY, Web YA MEEZ X G EH 106TNEEZEINGYS5M5TT,

VerizonDERAEICELDE, HAN—REEFSTT-

515 . 50% L EDWEEZ (T=HE-EXAH,

WEgEZITZEIZRM<EIC 1A L EDEARE #EL. 20T
ERITEOGEEEE XK AMGEMERICHYFET,

<FERICEHFETOHIM>

Initial Attack to Initial
Compromise

Initial Compromise to
Data Exfiltration

Initial Compromise
to Discovery

Discovery to
Containment/Restoration

Verizon, 2012, “Timespan of Events”,

enr=n

Weeks

Months

Years

0%

p.63

DEILLEMNE =T IZ&L

D20D2F(CHREINT=-EHD—E>

2012/6/7 HFH*EK
REERS MBI FERREES D
1y AL ORISR AHE

2012/5/17%R38 (Security Next)
ERXFENVITHAHTA.BETIILYIZT
REOFTN] 3AMIOHVEHTAIND
HEE IDLIMNESE I~

2012/5/29 #R3E (Scan NetSecurity)
ETLERBRYAFTREFERN
FEEICKYRTRTLERRZ ALY

2012/4/18 #R3# (Scan NetSecurity)
EX—HY1bO—BHARTA. BETOAILRRESE
nHETHh EIBETIZIFA

2012/7/13%R:E (76 H A7)
EH—RH—LWebH A MRS A
~BEEEICIAIANREYDITONBIKEEIC

2012/5/18 $Ri& (Security Next)
EEB X A—D YA RDHEA
~BEETIMILABRLEDEFN

2012/5/23 #R3IE (Security Next)
EHOY A 2EIChzYBEA



SOEX)TA4I2HEITHRIK

"R E

28 - ooo”

N#hr-YnBriaErEsET 11528105 |

NPO HARYNT—0tFa1)T4HE 20125F9H20BHKRDIME
011FEEDIHEDA T UMM BIEEREELEITFIEIZLEANIFIX 2B

# 3-1: 2010 F AAFRRLINA VYTV b BET—F

WAVAE 557 75 9316 A
Ao TUMES 1679 ¥
PERERReR 1215 {& 7600 M
—§H1=YDRAL AR 3468 A
—§H-YEHEEREREEY 7556 5 M

— ABH=YFHBERERME

4 75 3306 M

ern

"

E(Z&DE

#£ 8-1: 20114 EAFBRINA VTV N HET—F

b VARV ¢ 628 75 4363 A
A TUMNER 1551 ¥4
PreiREEMes 1899 {& 7379 M
— - H-Y DR AEH 4238 A
—#H-YEHEERERERE 148 2810 5/
— AHT-YEHEEREREEE 475 8533 M

NPO BARARYRI—ItFXa1UTo134 2012598208, 2011FE7A 1B ET NRONEFREFIVTAAUOTUMIBETHERSE

BHbhhs%EEHHNYT5

141
pXivi
3fiI
afst
v

BF

EER. RERE
#H. FEXE
ER. Bt
THHEER

k3 Eﬂﬂ') K2

3-1: XM (H%0




. BESDEFX)TAIZEITAIRR—"JBHHNTLEDIEXWebT7 T r— 3> )"

GartnerDEREIZLBE IFEAEDWebT T r—aVIZHEsBENA BN,
HAN—ED 75 %lE 7I)7r—3> BTERREINTULNET,

ZLTZLDWebH A FREAIE. ZDWebT7T) 75— 3> DB HENREE
SNTLET,

(*ZZTULSTWebH A RDHREAIE. T—EDOARIZDOVNTOREALITTIEAL, BIZRAZHWAYTS5—-
FOADKRE -SQLAPTI30 I I T7EEWeb T A MIIEBDHIAL 1T A 1B RLTVET )

TROEHIL, TIRSOCRNICL IS DY A/N\—NEIZEHT LT,

16000 1%

14000 R 52,0008 05 "
12000 ot 1% B ISAUFSAAS T vay
10000
8000 ) ..
6000 W Uniondr g ZRIALESAL > Yoy
4000
2000
0 - - — —_— - - — - L CMSOE B IEEBALI-SAL >y
N M D W O N O T =~ MO W ©N® YO ONDEOW -~ DD vav
§83I888388828388588-88
______ SN SS S o oo oSSSSSIS555553s59s
288888890999 eesgso92939LeLeLege988
gSgggggggdgdgdggdggggggggggggggggggg =z ot
SRRSRRRRRRRRRERRR2IRRRRERRazc=RE (SQL servermEEARILI KR &)
15 SQLAV Yz I3V BEDRA GBS (R SOCH~R:201246 15 1 B~6 A 30 B)

16 SQLAY Yz o2 av WROFERAFE (KRR SOCH~:2012 51 1 A~6 A308)

C R D O @ ND Y SR DO 0N ® YO ON®DETOW -~ DD = 2 5B © © © @ 8 B ® =z 8 © @ N W W = T = Q
SO O r SN M O rrr- NO O rrrr¥ &N MO r@rr@r SN ®M® O r@rrm SN ® O @ - SN o © O - - - -~ SN &8 8§88 - © O 9O r - - SN &8 &N o
e e T T T T T I e e e e e e e e I I e I Y Y D Ny R Ny N N - I I O e e T s SR SR
e R D N s R R R R IR e e R 2 2 B B B 2 B B B D 8 @SS S DS S DD
O O O O 0 0O O O O O O O O 90 OO0 OO0 OO0 OO0 OO0 OO0 O O o o o o o o o o o o o o o o o o o o o o o o ©°o
NN SN SN NS S NS NS N S S S S S S S """ %> N OO S S Y S S S S " ") "> ">"">"">">»">2'">=2'">='">='°>=
N N AN AN N N NN N N N AN NN NN NN NN NN NN N NN NN NN N AN N NN NN NN NN NN NN NN N NN NN
gogadgddadadadadadddddadayda NSNS NSNS S 5§ 5 8§ 5 S 5 s s S S S5 S5 S5 85 8 5 5 s
SRQRRARKLLARRKLARARRARRKK|KARXRKRKILK/RYIRRKRK/R]/RRER &§ § & &§ § 8§ 8§ 8§ § 8§ 8 8 8§ & &8 &8 &8 &8 & & <&
S, . = R SOCHIA: ~
17 SQL AP 155 av BN D Web 7T —Sav~DORR B4 MRS B 18 PHP Ot BUEBAT IR BRI M MBS (KR SOCH~R:201245A18B~6 A 30 B)

(RRSOCH~:201241A1B~6 A30R8)

m Al lein 10



NEES DX )T4I2H8IF5BEK—"TAYOXS

A==l R

RO A B XS

IEFIENS X2 TIE

EEUHAN—HEBZLITEDITTEHRYFEE A

X2 ToxtkEL Trirewall. BAIREL. WebT1ILR) T | Proxytr—/\E
TAYARRIFEZFOEF2T158IEZLTOSEIK - ED . ERICWeb Y A AT ABEEE
ST TLVET,

\ Hacke

Firewall

IDS/IPS

)

\

Server

VerizonDRAEICEDE G DHA/N\—HEL, 2ATHZILLE,
ARFEXRFARICTEOTIERZSE /N BMACDRETY,

ern

WEDTAORK I EFENDSEF21) T TRRESH
RAMELE AREELON TSR -ARELEZ



WHESDEXa)T4I2H1F5HIHIK— "IDS/IPSIE ?”

IDS/IPST. 7)) —La EBADETORESR
BH( O)(j:z__.rﬁbo

NRITZ/00—%t(&. 1,572,652 DY A /\—ILEAFAEL. IDS/IPSIE

Z0sa%ThHhAH  849,230{4 EHRETEGHSIL
HELTULET,

Attacks cannot be detected by IDS

T Begal access to parameters
[0 Begal character code

7 Cookie Injection
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B Negal HTTP request

= Scan

B Directory traversal

[T Attempts to avoid detection
W xss

M SQl-njection

W Others

Detected numbers
N=1572652
“Cyber Security Trend —Annual Review 2011”, 2012, NRI SecureTechnologies, Ltd.
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Researchers Hack Web Application
Firewalls

OWASP Europe presentation demonstrates tools that fingerprint the brand of
WAF, as well as bypass it altogether

May 13, 2008 | 03:24 PM | 0 Comments

By Kelly Jackson Higgins

A pair of researchers at the OWASP Europe 2009 conference on Wednesday showed how some Web
application firewalls (WAFs) are prone to attack.

Wendel Henrique, a member of SpiderLabs (Trustwave's advanced security team), and Sandro Gauci,
founder and CSO for EnableSecurity, also found some WAFs vulnerable to the same types of exploits
they are supposed to protect Web apps from, such as cross-site scripting (XSS) attacks.

The researchers used a tool they developed, called WafWOOf, to detect and fingerprint the presence --
and in some cases, the brand - of a WAF running in front of a Web application. A second tool created
by Henrigue and Gauci, called WafFun, let them exploit and bypass WAFs running in blacklisting and
whitelisting modes. With a combination of WafW00f and WafFun, the researchers are able to execute
attacks on the WAF invisibly so they can successfully hack the Web-facing application sitting behind it.

"If an attacker knows what product and version, it's easy to exploit it. One of the things [WAF] vendors
claim is that they [operate] in stealth [mode)," Henrique says. "But in practice, they have a lot of
different behaviors that they create...and you can use those behaviors to identify what WAF is in place."

“Researchers Hack Web Application Firewalls” May 13, 2009 by Kelly Jackson Higgins

<http://www.darkreading.com/security/application-security/217400819/index.html|>
1) 3—Av/\JEEFIFHEEOWASP (Open Web Application Security Project)

Other researchers previously have demonstrated fingerprinting and bypassing intrusion-detection
systems/intrusion-prevention systems, as well as how signature-based WAF's are susceptible to SQL
injection attacks.

Mark Kraynak, vice president of marketing for Imperva, says Henrigue and Gauci's research is not all

that new, including their work on signature evasion, which Imperva has researched. "A lot of what they

are saying is not new," he says. "Part of the founding premise of why you need a WAF versus a
signature engine...is that you can evade a weak signature engine."

Products that use only signatures — without other features like normalization and encoding/decoding --

are not true WAFs, he says. "Signature-only WAFs are not going to do it," he says.

Meanwhile, Henrique says he and Gauci are working with several WAF vendors to fix vulnerabilities in
their products, including Armorlogic, which has since patched for its WAF bug. They also will release
WafWOOF, which detects more than 20 different WAFs, by Friday, and WafFun within two weeks.

"A WAF can help, for sure,” Henrique says. But even more importantly, he says, organizations must
protect their Web apps by writing better code and regularly testing their applications. *Training
developers, doing code certification review, and testing Web apps are much more useful,” he says.
"The problem is we found so many WAF products have really bad design flaws that allowed us to
directly compromise [them]."

And while adding a whitelisting Web traffic is a stronger model than a blacklist/signature-only approach,

he says, it's not necessarily realistic for large Websites. "It's not easy to put in place a WAF with a
positive [whitelisting] model at a company with huge Websites," he says. "In general, companies will
use a negative [blacklisting] model," which can leave their WAF open to attack.
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® UNIX$KRZ770): T/IN1 A/ —R,
YRy oUvy

e HBHXYKNIT—UT7A)L: Windows 5,
Samba, NFS, ...

® OSRIYT 774 )L/ {RAEECIE
0 T—HAR—R(AVTYIRARUVT—ET74IL)

/ X8R 0S
WebALARM Agent (WAA)

e Windows 2000, XP, Server 2003, Vista, 7,
Server 2008/R2, Windows 7, Windows Server 2012

e Red Hat Linux 7, 8, 9, Enterprise Linux WS/AS/ES 3, 4,
5,6 (6.1~6.3) on i686/x86_64

o All Fedora/Centos versions on i686/x86_64

e Linux (kernel 2.2, 2.4, 2.6)

e HP-UX 11.0, 11i on PA-RISC 1.1/2.0 & 11iv2 on IPF

e Solaris 2.6, 7, 8, 9 on SPARC, Solaris 10 on both SPARC

K and x86

Update Management Agent (UMA) **

e Windows 2000, XP, Server 2003, Vista, Server 2008,
Windows 7, Server 2012

¢ Red Hat Linux 7, 8, 9, Enterprise Linux WS/AS/ES 3, 4, 5, 6
on i686/x86_64

¢ All Fedora/Centos versions on i686/x86_64

\o Linux (kernel 2.2, 2.4, 2.6) J

WebALARM Console (WAC) / Update
Management Console (UMC)

e Windows 2000, XP, Server 2003, Vista, 7

\ Server 2008/R2, Server 2012 /

** figE
- WindowshRWAAIZ., WindowshRUMAEDHEHELET,
- UNIX/LinuxhRWAAIZ. LinuxBRUMAED HEHELET .
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V. BELVEDHE L

SRR S A £ R
WebALARM EFEi iR S 1 22 R%& FERURLEY A D O—KLTIAITE Y,

<www.elock.co.jp/download.php>

N—=2FETH
AVRAM=IL-EREFIEDON —=V T ETAZTEEURLIZTSAHELTHYET,

<www.elock.co.jp/webalarm/documentation5.html>

FAQ

WebALARMIZEE 3 5 £<H BT ERI(FAQZ FECURLIZTSHEBNALTHRYET,

<www.elock.co.jp/webalarm/documentation1.html>

f—mvpseomRg (7 )
<www.elock.co.jp> N &
TEL: 03-3265-1169 )Y 9 = Rale
FAX: 03-6272-9878 e W
EEFRE:TH 9:00~17:00 (LB EFRS) G T

HHEEFHR A XZEET3-12-7
IAFT4—AXEJL 6F
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