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American Express Data Security Operating Policy (DSOP)
Discover Information Security and Compliance (DISC)
MasterCard Site Data Protection (SDP) Security Certification
Visa Account Information Security (AIS)

Visa Cardholder Information Security Program (CISP)
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A DATA BREACH COSTS

£1.9

MILLION GBP

That's £71 per record.

Source: Lockton Companies.

2012 Cyber Risks Decoded Report $7.2 Million $214 per record
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e Command Prompt

.|
C:\databpkzipc| -add myzipfile.zip %.txt -cryptalgorithm=aes, 256 —recipient="matt.little@pkware.cjl
m" [Fpasspiirase=mfpavephrase L
SecureZlP(RY Server version 12 for Hindows Registered VYersion
t (C) 1989-2008 PKWARE, Inc. All Rl hts Reserwved.
Reg. U.S. Pat. ‘and Tm. Off. Patent No. 5.0 735
and international patent appllcatlons pendlng

Other U

+ Htrongly encrypting tiles with recipients or a passphrase using AES (Zob-bit)
¢+ Jsing default compression metho

Creating .ZIP: myzipfile.zip

Adding File: Check Transaction Log 86-02-17.txt Deflating I Encrypting,
dding Fi : Check Tramsaction Leog B&6-82-18.txt Deflating .6 Encrypting,
Adding Fi : Check Tranmsaction Leog B6-82-19.txt Deflating .6 Encrypting,
Adding Fi : Check Transaction Log B&6-02-20. txt Deflatlng .9 Encrypting,
dding Fi : client-log.txt Deflating ncryptlng,

Adding Fi : pkziplog.txt Deflating ( 9. G/) Encryp ting,
dding Fi i test.txt Deflating (53.9%), Encrypting,

C:\data>

pkzipc SecureZIP

~add ( )

myzipfile.zip zip ( )

*.txt ( )

-cryptalgorithm= AES 256bit (

aes,256 )

-recipient = “matt.little Email ( -recipient -

@pkware.com” passphrase )

-passphrase SecureZIP

( -recipient  -passphrase )




ZIP/ / 1

—m.ail:.:.:ta':-lsh.Ztanze-e.-nl?'_:ah:u.ar'-s-.cnm -mallser pkzipc SecureZIP
I " |=mailtrom=matt.litt |elpkware.com| cisdatask
t £ .
l£ for Windows Resistere ) -add (
1989-2008 Fhrlr. €, Inc. ALLR )
g Pat. and Tm, Off. Patent Mo, 5,051,
.5, and international pat-nt applications r-*n-:i nu _recipient
¢+ Strongly encrypting files with recipients using AES (Z56-bit) common name (
+ Using default compression method
P: cindatasbackup.zip )
Deflating (91.6%), Encrypt J.PE done, : .
soft ESHTP HAIC Service. Version: 6.0.3790.3959 ready UL email
3. 1181
-mailserver SMTP IP
-mailsubject email
-mailfrom email
SMTP
C:¥data¥backu zip (
- o p.zip
M. ... Sender OK
¥data¥client-
B2, pkware.com? Queued mail for delivery log*.txt )

XLz PKWARE




ZIP

¢+ Command Prompt

C:\Jpkzipcl -add |-substitution “\\davsrv-fs@l\technicalsuppaort$s\fto.pkware.com\dat asbackup-{
mmJ - de.} {yyi- LHHJ {MM} . zip |/ Sdatasclient-log*®.txt -recipient="Tabish Tanzeem" [-certificate

="labish l|lanzeem" —519n aJ.J.

Secur‘eZIP(R) Server 12 for Windows Reglster'ed Version

Portions coByrlght (C) 1989 2008 PKWARE, Inc. 2 hts Reserwved.
Pat. and Tm. Off. Patent No. 5,@51,7

and international patent applications pending

+ Strongly encrypting files with recipients using AES (256-bit)
+ Using default compression method

\fl Cﬂl.l.ll':’

“Ndaysrv- #sﬁl\technlcalsuppor‘t$\'Ftp pkware. comhdat asbackup-83-25-09-15-15.zip
Adding File: client-log.txt Deflating (91.6»), Encrypting, done.

Central Directory is signed by: Tabish Tanzeem

pkzipc SecureZIP

-add ( )

-substitution zip

¥¥daysrv- zip ( ) UNC substitution
fsO1¥technicalsupport$¥ftp.pkware.c ZIP

om¥data¥backup-{mm}-{dd}-{yy}-
{HH}-{MM}.zip

¥data¥client-log*.txt ( )

-recipient = “Tabish Tanzeem” ( )

-certificate = Tabish Tanzeem

-sign=all ( )




o Command Prompt

C:\data’>pkzipc| -extract Imyzipfile.zip extracted\ |-passphrase=mYpa%$%$phraSel
SecureZlF(K) Server Version 1Z for Windows Registered Version
Inc. All Rizgts Reserved.

Portions coByEigEt (C) 1989-2008 PKIWARE,

PKZIP Reg. at. and Tm. Off. Patent No. 5,051,7
Other U.S. and international patent applications pending
Extracting files from .ZIP: C:\data\myzipfile.zip
Inflating: extracted\Check Transaction Log @6-02-17.txt
Inflating: extracted\Check Transaction Log @06-02-18.txt
Inflating: extracted\Check Transaction Log @06-02-19.txt
Inflating: extracted\Check Transaction Log @Q6-02-20.txt
Inflating: extracted\client-log.txt OK
Inflating: extracted\pkziplog.txt OK
C:N\data>
pkzipc SecureZIP
-extract ( )
myzipfile.zip ZIP ( )
extracted¥
-passphrase SecureZIP
( -recipient  -passphrase )

NOTE: If the ZIP file was encrypted using the certificate based encryption; SecureZIP will automatically look in to the

26

certificate store to find the matching private key to decrypt the data
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ZIP




- STDIN/STDOUT

SecureZlP

<SQLQuery application> | pkzipc —-add
Report.zip —passphrase="Mypassphrase"

SecureZlP

pkzipc —console —silent=all -
passphrase=""Mypassphrase' ImportData.zip |
<SQLImport Application>
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PKWARE

PKZIP SecureZlP

Windows Desktop Windows Desktop

Windows Server Windows Server

HP-UX HP-UX

Solaris Solaris

Linux Linux

AlX

1I5/0S I5/0S

z/0S z/0S




Windows Server Linux: Ubuntu 10.4

AlIX 5.3-7.1

2003-2008 (LTS)
(drop 5.2)

(drop 2000) SUSE 9-11, RHEL 4-6

Microsoft.

Server Solaris Sparc 8-11

HPUX 11iv1-v3

Solaris x86

ORACLE




SecureZlIP/PKZIP for Windows Server

SecureZlIP/PKZIP for Windows Server

n OS OS

n 20%




SecureZIP/PKZIP for Windows Server

Microsoft Hyper-V, VMware
Server, VMware vSphere (ESX)

Windows Windows Windows Windows Windows Server 2008/2003

Server Server Server Server

2008 2003 2008 2003 2 SecureZIP/PKZIP

2 CPU 2 CPU 1 CPU 1CPU
N N NS
A AN AN

Microsoft Hyper-V / VMware vSphere

2



SecureZlIP/PKZIP for Linux Server

SecureZlIP/PKZIP for Linux Server CPU

n / CPU
2 1 4 2

n 20%




SecureZIP/PKZIP for Linux Server

Xen, KVM, VMware Server,
VMware vSphere

Linux 2 2
Linux OS Linux OS | Linux OS | Linux OS

2CPU  2CPU | 1CPU | 1CPU CPU 8 2 CPU 2
SecureZIP/PKZIP

Xen / KVM / VMware vSphere

4 CPU 2 CPU
6 CPU
n 1 CPU
2
n 1 CPU 2

CPU




SecureZlIP/PKZIP for UNIX Server

SecureZIP/PKZIP for UNIX Server CPU

n CPU 2 1
4 2
n IBM LPAR / HP vPar
OS CPU
. CPU 1 CPU
0.5 0.2 0.3 AlIX  SecureZlP/PKZIP
Server 1

3

n 20%




SecureZIP/PKZIP for UNIX Server

IBM LPAR
AlX 2 2
SecureZIP/PKZIP

4 CPU
AIX AIX
2.5 1.5 n 1CPU 2
2.5 3

2CPU

IBM
Power 7
1 CPU

8
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